O manpaB/sieHuu HHPOPMALTUU

MUHVCTEPCTBO OFPA30OBAHUA U HAYKU POCCUHCKOM
OEAEPAIINI

IINMCBMO
oT 14 Mmas 2018 roga N2 08-1184
O HanpaBjieHuUN UHPOpPMATUU

JlemapTaMeHT TOCYZapCTBEHHON TOJUTHKH B cdepe obmiero obpa3oBaHUs
MunoOpHayku Poccum HampaBiseT JUIsi CBelieHHs pa3paboTaHHble BpemeHHOU
komuccueii CoBera ®eznepanuu 10 Ppa3BUTUIO HWHOOPMAIMOHHOTO OOIIECTBa
METONYEeCKHe PEeKOMEHJAIMM O pa3MeleHnd Ha UWHQOPMAIlMOHHBIX CTEH/AX,
opUIMAIBbHBIX  WUHTEpHeT-caliTax W  Jpyrux  HHQPOPMALMOHHBIX  pecypcax
o011eobpa3oBaTeyIbHbIX OPTraHU3AIlUil U OpPraHOB, OCYIIECTBJAIOIINX YIIpaBjeHUe B
chepe obpazoBanus, nHbopManuu 0 6€30IMacCHOM IOBEJEHUHN U HCIIOJIb30BAHUU CETH
«IHTEpHET».

Hupekrop [lenapramenTta
A.E. Iletpos

MeToanueckue peKOMeHJanuu
0 pa3MeleHUN Ha TH(POPMAIIMOHHBIX CTEH/IaX, O(PUINATBHBIX
HMHTEPHET-cafTax 1 APYyrux nH(OPMAITMOHHBIX pecypcax
001Ie00pa3oBaTe/IbHbIX OPraHU3aui U OPraHoB,
OCYIIECTBJIAIONIUX yIIpaBjaeHue B cdpepe oopasoBaHuA,
nHpopMamuu 0 6€30IMaCHOM MOBEAEHUHU U UCIIOJIb30BAaHUU CETU
«AHTEepHET»

dkcriepramMmu U wieHamu BpemenHolt komuccuu CoBera Pesepanyiu 1Mo pa3BUTHIO
WHOPMAIMOHHOTO 0DOIIEeCTBa B paMKaX BBITIOJIHEHUS PEKOMEH/IAIUI MapIaMeHTCKUX
CJIYIIAaHUH «AKTyaJIbHbIE BOIIPOCHI obecrieueHUs 6€30MaCHOCTH W Pa3BUTHUS JleTed B
UH(POPMALIMOHHOM IIPOCTPAHCTBE», KOTOphIe pouuin B CoBete Penepariuu 17 anpess
2017 T., ObUTM pa3paboOTaHbl METOAUYECKHE PEKOMEHJAIMNU O pa3MeIeHUH Ha
UHQOPMAlIMOHHBIX  CTeHAAX, OQUIMATIBHBIX  UHTEpPHeT-caliTax U  JIPyTUX
WHQOPMAIIMOHHBIX pecypcax 001eo0pa30BaTeIbHBIX OpPraHU3aliidi W OPraHoB,
OCYIIIECTBJIAIONINX yIIpaBjeHne B cdepe obpazoBaHus, wHopmaruu o 6e30macHOM
IIOBEICHUM U HCIOJIb30BaHMU ceTu «VHTepHeT» (Hajsee - MeTOAHYECKHE
PEKOMEHIAITH ).

MeTroauueckue peKOMEHJAIluM HallpaBJIeHbl HAa KauyeCTBEHHOE IOBBIINIEHHE YPOBHS
UH(POPMAIIMOHHON JIeATeIbHOCTH 00Imeo0pa3oBaTeIbHbIX OPraHU3aIlil U OpPraHoOB,
OCYIIECTBJIAIONINX yIpaBieHue B cdepe obpa3oBaHWsA, B YacTU HHOOPMUPOBAHUSA
yJaluxcs, UX poauTesen (3aKOHHBIX MPEACTaBUTENIEH) U MeJarornueckux paboTHUKOB
00 OCHOBHBIX acreKTax HHQOPMAIMOHHOU 0€30ITaCHOCTH.

MeTroguueckue pPeKOMEHAIUN IIO3BOJIAT 00IIe00pa30BaTEIbHBIM OpPTraHU3ANUAM U
opraHam, OCYIIECTBJISIOIIIM yIIpaBjeHue B chepe 00pa30oBaHUs, aKTyaTU3UPOBATH YIKE



HCIIOJIB3YyEMbBIEC B pa3MEllCHHbIE I/IH(I)OpMaI_II/IOHHbIe MaTepuajibl, TaK U IIOATOTOBUTDb UX
B CJIyda€ UX OTCYTCTBHA C YIETOM JIYUIIIUX IIPAKTHK 1 peKOMeHI[aIII/Iﬁ.

B pamkax MeTogUUEeCKUX peKOMEH AN PacCMaTPUBAIOTCA CII€AYIOIIe MHCTPYMEHTHI:
1. ”HQOPMAIMOHHBIE CTEH/bI;
2. opurasbHble UHTEPHET-PECYPCHI;

3. cpeacraa MacCOBOU I/IH(I)OpMaIII/II/I (HIKOJIbeIe ra3€eThl, IIeJarorndeCkue n3janud "
ZIpYTHE).

HNHadpopManinoOHHBIE CTEH/IbI

Ha wundopMamuoHHBIX CTeHZax B  00I[eoOpa3oBaTeIbHBIX  OPTaHU3AIUAX,
PAacCIoIOKEeHHBIX B (poiie yUpekIeHn U B KaOWHeTaX, OCHAIEeHHBIX ITePCOHATbHBIMH
YCTPOUMCTBAMM JJid BBIXOZJa B ceThb «l/IHTEpHET», pPEKOMEHAyeTCs Ppa3MeCTUTh
nHpOpPMaAIIMOHHbIE TAMSATKU, COJIEPIKAIIME OCHOBHBIE COBETHI II0 OO0eCleYeHHUIo
“HPOPMAIIMOHHOU O€30TaCHOCTH YIAIIINXCA.

B npwioxkenun NO1 K METOJIMYECKUM PEKOMEHJANUAM IIPe/ICTaBIeH 00paser] maMATKH
JUIA pa3MellleHus Ha UH(QOPMAIMOHHBIX CTEH/1aX.

CpeacrBa MaccoBoii HH(GpOpPMAIHH.

B cpeacrBax MaccoBoil uHQOpMaNWU, OPUEHTHUPOBAHHBIX HA OOYyUYAIONUXCA,
PEKOMEH/IYETCSI B TEUEHUH YIEOHOTO ro/ia PETYJIIPHO IMyOJIMKOBaTh HH(MOPMAIIMOHHbIE
MaTepHUaJIbl, IOCBAIIEHHbIE OT/IeJIbHBIM aclieKTaM MHMOPMaluoOHHOU 0e30IacHOCTH, a
TaKKe PA3JIMYHbIE TAMSITKH 00IIIEro XapakTepa.

B cpencrBax wmaccoBoi wuHGpOpPMaNWM, OPHUEHTUPOBAHHBIX HA I€JAarOTUYECKYyI0
OOIIIeCTBEHHOCTh, PEKOMEH/yeTCs B TEUYEHUU KAJIEHJADHOTO TOAAa PETYJISIPHO
myOJIMKOBaTh WH(OPMAIMOHHBIE MAaTepHUasIbl, MOCBAIIEHHbIE OTAEJIbHBIM acIeKTaM
MHPOPMAIMOHHOH 6e301acHOCTH Kak HECOBEPIIIEHHOJIETHHUX, TaK "
00111e00pa30BaTeIbHBIX OPTraHU3aI[Ui, a TakKe pa3jIndHble TaMATKH, 0030phI
HOPMATHBHO-IIPABOBOTO  PEryJUPOBaHUA JaHHOU cdepbl u HUHOOPMANHUIO O
aKTyaJIbHBIX MEPOIPUATHUAX U COOBITUAX B TAHHOH cdepe.

B xonme mnposemeHus EjgunHoro ypoka mno 6e3omacHoctu B ceTu  «IHTepHET»
pekoMeHyeTcsi 00eclieuuTh BBIIIYCK TEMAaTHYeCKOTO BBIIMYCKa CpeJicTBa MacCOBOM
nadopmanuu 1ub0 cepuu MmyOIUKAIUY, CPeIU KOTOPBIX PACCMOTPETh OPraHU30BaHHBIE
MEPOIIPUATUSA JUIsT OOYyJaroIUXCs, WX PpojuTesed (3aKOHHBIX IIPEICTaBUTENIEN) U
Ie/laroruyecKkoi o0IeCTBEHHOCTH.

Odunuanpabie THTEpHET-pecypChl

Obmieobpa3oBaTEIbHBIM OPTAaHU3ANUAM PEKOMEHAYeTCs Ha CBOMX OQMUIIMATbHBIX
HHTepHeT-pecypcax  obecrieuuTh  (QYHKIMOHUPOBAHUE  CAMOCTOSITEJIBHOTO U
CHeUaJIM3UPOBAHHOrO0 paszaen «MudopmanuoHHass 0e30IIaCHOCTb», B  paMKax
KOTOPOTO IIPEAYCMOTPETh pa3MellleHHe ceaAyIoIiel nHpopMaIuu:



Pasznesn/moapasaen

®opmat
NpeACTABJICHHUA
MAaTepHaJIOB

Conep:kanue maTepuaJjioB

JlokanbHbBIE
HOPMATHUBHBIC
chepe
MH(POPMAIIMOHHOH
0e30macHOCTH
o0yJaromuxcs

adKThl B

obecneuennst Komnu JOKYMCHTOB

B (hopmare *PDF

PasMeniarorcss KONMMHM JIOKYMEHTOB, T.C.
CKaHUPOBAHHBI BapuUaHT JIOKyMEHTAa,
COOTBETCTBYIOLIIMH  TpeOOBaHUSIM K
napameTpam CKaHUPOBAHMUS.
Pasmematorcs JIOKYMEHTHI,
perIaMeHTHPYIOLIEe  OpPraHU3aLUI0 |
paboTy ¢ TIEpCOHAJIBHBIMH JIaHHBIMH,
IUTAaHBI MEPOTPHATUN 1O O00eCTeUeHHIO
HH(pOpMaAITMOHHOM 0e301acHOCTH
00ydJarouumxcs 1 Apyrue.

HopmaTtusHoe
pEryJInpoBaHue

Konuu
JIOKyMEHTOB B
dbopmare *PDF

[TyOGnuKyroTCs akTyajlbHbIE CBEACHUS 00
denepanbHBIX U PETHOHAIBHBIX
3aKOHAX, MMUCbMax OpPraHOB BIACTH U
Apyruc HOPMATUBHO-IIPABOBLIC
JOKYMEHTEI, periiaMeHTUPYIOLIHe
oOecrnieueHue UH(POPMALMOHHOM
0€30MacHOCTH  HECOBEPIICHHOJIECTHHX.
JlomyckaeTcsi BMECTO KOIUH pa3MeliaTh
THIIEPCCBUIKA  HAa  COOTBETCTBYIOIINE
JAOKYMCHTBI Ha calitax OpraHoB
roCyJJapCTBEHHOH BIJIACTH.

[Tegarornyeckum
paboTHUKaM

TekcT Ha cTpaHuie
calra Komnun
JIOKYMEHTOB B
¢dopmare *PDF

Pazmemmarorcs
PEKOMEHIalluH, it
uHpopManus 0
MPOEKTaX i
HaIpaBJIEHHBIX MOBBIIICHHUE
MH(POPMAITUOHHOMN TPaMOTHOCTH
MeIarorn4eckux paboTHUKOB.

METOINYECKUE
yKa3bIBaeTCs
MEpPONPUATHSIX,
IporpaMmmax,
Ha

OO0yvarommmcst

TekcT Ha cTpaHule
caiita

Paszmemaercs nH(pOpMaLMOHHAs
namsatka  (mpwiokenne — Ne2)  m
YKa3bIBaeTCs uH(popManus 0
MEpPONPUATHSIX, IpOeKTax u
porpamMmax, HaTpPaBICHHBIX Ha
MOBBIIIEHUE MH(POPMALIMOHHOM
IPaMOTHOCTH O0YyYaroIINXCS.

Pomutensim  (3aKOHHBIM
MIPEJICTABUTEISIM )
o0ydJaronmxcs

TekcT Ha cTpaHuile
camra

Pazmemaercs nH(pOpMaLMOHHAs
namsTka (mpusioxenue Ne3).

Jlerckue  Oe3oImacHbIe

Tekcr Ha cTpaHulLe

Pazmemaercs uH(popMaIus 0
PEKOMEHAYEMBIX K HCIIOJIb30BAHHUIO B




caiThl caiita y4eOHOM Iporiecce 0e30MacHbIX caiTax,
OaHHEpHI 0E30MaCHBIX IETCKHUX CANTOB.

OpraHam, OCYIIEeCTBJIAIIINM yIIpaBjieHUe B cdepe oOpa3oBaHUsA, peKOMeHJlyeTcs Ha
cBoux opunuasbHbix  HTepHeT-pecypcax  obecrneunTh  (PYHKIMOHUPOBAHUE
CaMOCTOAITEJIPHOTO U CHeNuajJIu3upoBaHHOro  paszaen  «MHopMmaruoHHas
0e30IacHOCTh», B paMKaxXx KOTOPOTO IIPelyCMOTPETh pa3MelleHHe CJIeAyIoIen
uHpopManuu:




[Ipunoxkenue N21

ITamaTka
00 nHPOPMAITNOHHOU 0€30IMaCHOCTH JAeTen

HEJIb34d

1. Bcem moapsy coobmmaTh cBO0 YacTHYIO WH@opManuio (Hactosmue uMs, GaMuIno,
TesiepoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEN CEMbU U JIPY3e);

2. OTKprBaTb BJIOXKEHHBIE (1)aI>JIJ'II>I BJIGKTPOHHOI;JI II04YThbI, KOI'ZJa H€ 3Haellb
OTIIPABUTEJIA,

3. I'pyObuth, npuampaTrbcs, OKa3bIBaTh JlaBJIeHUE — BECTH ce0s HEBEXKIUBO U
arpecCUBHO;

4. He pacnopsikaiicsi ieHpbraMu TBOEN ceMbH 0e3 paspelleHHsi CTapIIux - BCerja
CIIpaIIuBail poiuTesIeN;

5. He Bcrpeuaticsi ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - IIOCOBETYMCSA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOXKHO

1. He Bce mumryt npasay. Yuraems o cebe HelpaBay B VIHTEpHETe — cOOOIIM 00 3TOM
CBOUIM POJTUTEJISIM WJIA OTIEKYHAM;

2. [IpursiamamT nepenuchBaThCs, UTPATh, 0OMEHUBATHLCA - TPOBEPD, HET JIU ITO/IBOXA;
3. HezakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBail B3pOCJIBIM O IPO0GJIEMax B CETH - OHH BCEr/ia IIOMOTYT;

5. Wcnonp3yit HACTpOUKH 0€30MacHOCTA W MPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETAX U APYTUX MOpTaIax.

MOZKHO

1. YBakall Ipyrux I0Jib30BaTesei;

2. [Tonp3yenbess THTEPHET-UCTOUHUKOM - JleJIall CChIIIKY Ha HETO;
3. OTKpBIBa# TOJIBKO T€ CCHIKU, B KOTOPBIX YBEPEH;

4. O0IIaThCA 3a MMOMOIIBIO B3POC/IBIM - POJUTEIH, ONMIEKYHBI U aJIMUHUCTPAIIUs CaliTOB
BCer/ia IIOMOTYT;

5. Ilpoiimu oOyueHue Ha calite «CeTeBUYOK» M IIOJIy9Hd MAaCIOPT IU(PPOBOTO
rpaxzgaHuHal



[Ipunoxxenue N2 2

HNuadbopmManinoHHaA MaMATKA /IS O0yYaIONINXC /I pasMelleHUusA
Ha opunuaabHbix THTEpHET-pecypcax

C KaxxabIM T'OJIOM MOJIOAEKHU B HHTEPHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIBHUKHW OJHHU 13
CaMbIX aKTUBHBIX I10JIb30BaTe el PYHeTa. Memy T€M, IOMHMO OTPOMHOTO KOJIMYECTBaA
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U HpO6JI€MI>I. dTa mamsaTKa JAOJI2KHAa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KoMmnbroTepHbie BUPYyChI

KoMmmploTepHBIF  BUpYyC - 5TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMYUTETLHOU OCOOEHHOCTHI0O KOTOPOU ABJISIETCA CHOCOOHOCTh K pPa3MHOXKEHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHI MOTYT MOBPEIUTh WJIA IOJHOCTHIO YHHUTOJKHUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIBHBIE IIOJH30BATEN0, OT HMMEHU KOTOPOro ObLia
3amyleHa 3apak€éHHas IIpPOrpaMMa, a TaKyKe IOBPEAUTh HWIN JaXkKe YHUUYTOXKUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHU (aiiylaMu B IieJIoM. B OOJIBIIMHCTBE CIIyvaeB
PacCIpOCTPAHSIOTCA BUPYCHI YeEPe3 UHTEPHET.

MeToAbI 3alIIUTHI OT BPEJJOHOCHBIX MPOTrpaMM:

1. Mcmionp3yil cOBpeMEHHBIE OIlepallMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocrosgHHO ycraHaBiuBai mavt (IU@POBBIE 3AIIATKHA, KOTOPBHIE aBTOMATHYECKH
YCTAaHABJIMBAIOTCA C IeJIbI0 JIOPAaOTKU IpOrpaMMbl) U JApyrue OOHOBJIEHUs CBOeu
omepanuoHHOU cucTeMbl. CKaumBal UX TOJIPKO C OPUIIMATIBHOTO calTa pa3paboTumka
OC. Ecnu cymiecTByeT pe;KUM aBTOMATHYECKOT'O OOHOBJIEHU, BKJIIOUH €r0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE 110/ IIpaBaMU I10JIb30BaTeEJIA, a HE a/IMUHHUCTPpaTOpAa.
9TO He MO3BOJIUT 6OJIBIIII/IHCTBy BPE€AOHOCHBIX IIPOTpaMM HHCTA/IJIMPOBATBCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Mcrioib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOIYKThI M3BECTHBIX IIPOU3BOJIUTEIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUU JIOCTYN K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosp3yiil BHeIlIHNE HOCUTEeIU UHQpOpMaIuy, Takue Kak (Jemika, AucK Wwin Qaui
13 UHTEPHETA, TOJIbKO 13 NPO¢depEeHHBIX HCTOYHUKOB;

7. He oTkpbIBail KoMHObloTepHBIE (ailabl, MOJyUeHHbIEe U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIE IPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HEro, OTIIPABJISI
JIY OH Tebe uX.

Certu WI-FI

Wi-Fi - 510 He BUj Ilepefaum JJaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIIL OpeH/], MapKa.
Eme B 1991 roay HujepJsaH/ckas KOMIIaHUA 3apeructpupoBasia 6pens, « WECA», uto
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsiii mnepeBojmuTcs Kak
«0OecTpoBOIHASI TOYHOCTH».

Jlo Hamero BpeMeHH Jlolia Jipyras abOpeBuaTtypa, KOTOpas sBJAETCSA TaKOHM Ke
TexHoJsioruei. 9to abopeBuatypa «Wi-Fi». Takoe HazBaHHe OBLIO JaHO ¢ HAMEKOM Ha



CTaH/ZIAPT BBICIIUM 3ByKoBoW TexHuMKU Hi-Fi, yTo B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTB».

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeISAX U adPOIOPTax SABJISIETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOTrWMe 3KCIepThbl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi ceTu He sABIsAI0TCA 6€30IMaCHBIMH.

CoBeTshl IO 6€30MacHOCTH pabdoTe B 00IIEAOCTYIMHBIX ceTax Wi-fi:

1. He mepepaBaii cBow JmuHy0 uWHMoOpMaruio depeld obmeaoctymabie Wi-Fi certu.
PaboTasi B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU JOCTYIIA, IOTUHBI U KAKHEe-TO HOMepa;

2. Mcnosnp3yit 1 0OHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnwszoBanmu Wi-Fi otrioun ¢yuknuio «OO6muil moctyn Kk daisam u
npuHTepam». JlaHHasg QYHKIUA 3aKpbhiTa IO YMOJYAHUIO, OJHAKO HEKOTOPhIE
MI0JIb30BATEIN aKTUBUPYIOT €€ /1 y/I00CTBa UCIIOIb30BAHUSA B paboTe Win yueoe;

4. He ucnonp3yit mybamunsiii WI-FI 14 mepeziaum JIMIHBIX TAHHBIX, HAIPUMED IS
BBIX0/]a B COIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO II0UTY;

5. Unonwp3yil Tobko 3amuiieHHoe coequHeHue yepe3 HTTPS, a me HTTP, T.e. npu
Habope Beb-aspeca BBOAYU UMeHHO «https://»;

6. B wmoOwibHOM TestedoHe OTKIoun GyHKnuioo «Ilogkmouenme k- Wi-Fi
aBTOMaTHuYecKu». He /10mMycKkail aBTOMaTUYECKOTO MOAKIIOUEHHA YCTPOUCTBA K CETIM
Wi-Fi 6e3 TBoero corsacus.

ConunajibHBIE CETU

CornuasibHble CETH aKTHBHO BXOJAT B HAIIly 3KU3Hb, MHOTHE JIFOJAU PAbOTAIOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y»e 3apervcrpupoBaH MUJIHAP/, YETOBEK, UTO SIBJISETCS
OJIHOH CeIbMOM BCEX KHUTejied IIaHeThbl. MHOrHue II0J1hb30BaTe M He IMOHUMAIOT, UTO
nHpopManus, pasMellleHHas UMH B COIHMAJIBHBIX CETSAX, MOXKET ObITh HaljleHa U
HCIIOJIb30BaHAa KEM YTO/HO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH B COIMaAJIbHBIX CETAX:

1. OrpaHnYyb CHOUCOK JIpy3eil. Y TeOsi B APYy3bAX HE JOJDKHO OBITh CAyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinai cBoo YacTHyIO kKu3Hb. He ykaseiBail maposu, TesedoHBI, ajipeca, J1aTy
TBOEr0 POXKJEHUS U [APYIyI0 JHUYHYI0 WHQOpManuio. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOU POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBo PeIyTanulio - IEPKHU €e B YHCTOTe U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO THI 3arpyskaelib? [logymai, mpexae 4eM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Eciu TeI TOBOPHUIIB C JIIOABMU, KOTOPBIX HE 3HAEIb, HE HCIOJIb3yH CBOE PEaJIbHOE
UM U JPYTYIO JTUUHYI0 HHQOPMALNU: UM, MECTO KUTEIbCTBA, MECTO yUeObl U ITpouee;

5. 1306erait pasmerenus pororpaduii B IHTEpHETE, I7ie Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEJIeJINTh TBOE MECTOIOJIOKEHUE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu H606XOﬂI/IMO HCIIOJIb30BaThb CJIOKHBIE ITapOJIHd,
COCTOAIIIKUE U3 6}7KB nu I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHEe 8;

7. )11 coruasibHOM CETH, TIOUTHI U JIPYTHX CAUTOB HEOOXOMMO HCIIOJIb30BAaTh Pa3HbIE
maposin. Torga ecyin Tebs B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HE BO BCE cpaay.

AJIEeKTPOHHBIE JE€HbI'U

ONIeKTPOHHBIE JIEHBI'M — 3TO OUEHb yJIOOHBIN Cocob IIaTekei, OHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO W MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO IMPO HUX B 3aKOHAX.

B Poccuu ke oHUM (DYHKIMOHHPYIOT U O HHX YK€ IIPOIKMCAHO B 3aKOHE, TIJle UX
pas/iesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE M HE aHOHMMHbBIE. PasHHIIA B TOM, YTO
AaHOHHUMHBIE - 5TO Te, B KOTODBIX paspellaercsa IMPOBOAUTH olepanuu 0e3
uaeHTUUKAIIUYA TT0JIb30BaTeNIsA, a B HEAHOHUMHBIX HAEHTH(DHUKAIUU TI0JIb30BaTE IS
ABJIAETCS 00s13aTeIbHOM.

Takske ciefyeT pa3janyarh 3JIEKTPOHHBbIE (DUATHBIE AEHbIU (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(dHUATHBIE IEHbI'H (HEe PaBHBI TOCYIAPCTBEHHBIM BATIOTaM).

OcCHOBHBIE COBETHI IO 6E€30IIaCHOU PadoTe C 3JIEKTPOHHBIMHY J€HbIaMu:

1. [IpuBs:ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil YAOOHBIM U OBICTPBHIN CIIOCO0
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TOMOKET, eCIu 3a0yelTb CBOM
IUIATEXKHBIN TapOJIb WK 3ai/ielTb Ha CAaUT ¢ HE3HAKOMOTO YCTPOICTBA;

2. Mcnonp3y# ofiHOpa3oBbie maposu. [lociie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IIpecTymHUKaM OyZeT He MPOCTO YraJaTh CJIOXKHBIHN
napoJsib. Hazexxuple maposim — 3TO MapoJiv, KOTOPBIE COZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK /I0j1apa, GyHTa, BOCKJINIATEIbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOU JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
JJIeKTPOHHAaA MmouTa

DJIEKTPOHHASA MOYTa — 3TO TEXHOJIOTHSA U IIPEJIOCTABJIAEMbIE €10 YCIIYTHU 10 IEPECHLIIKE
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIEe PACIpeNesIsIIoTCS B KOMIIBIOTEPHOM
cetu. OOBIUHO HJIEKTPOHHBIA IOUTOBBIM AWK BBIVIAAUT CJIEAYIONUM 00pa3oM:
UMs_TI0JIb30BaTEA(@UMSA_JIoMeHa. Tak:ke KpoMe Iepeilauil MPOCTOTO TEKCTA, UMeeTC s
BO3MO>KHOCTH Ilepe/iaBaTh Ghailsbl.

OcCHOBHBIE COBETHI IO 0€30ITaCHOM padoTe C 3JIEKTPOHHOM ITOYUTOM:

1. Hagmo BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAENIb U KTO
MIepBBIN B PEUTUHTE;

2. He ykaspIBaii B JINUHOU MOYTe JIMYHYI0 nHGOpManuio. Hampumep, jydiiie BbIOpATh
«MY3BIKaJIbHBIU_(DaHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;



3. Mcrosp3yH IByXaTAITHYI0 aBTOPU3AIHMI0. DTO KOT/Ia IOMHUMO I1apoJis HY:KHO BBOJUTD
KO/I, TpUChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJIs KaKOTO IIOYTOBOTO SINHKA JIOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Eciii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX AMUKOB. llepBBIM Jj1 YacTHOU MEPENnucKH C
aZipecaTamu, KOTOPBIM Tl JIOBepsellb. ITO 3JIeKTPOHHBIN aJipec He HaJl0 UCI0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpbIBail (aiyibl U JIpyrue BJIOXKEHUS B MHChbMaX Jla’kKe eCJIM OHU MPHUIIUIN OT
TBOUX Apy3€el. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU Paiiyibl;

8. Ilocne okoHuaHUs PabOTHI Ha IOYTOBOM CEPBHICE Iepef] 3aKPHITHUEM BKJIAJIKA C
caiiToM He 3a0y/lb HAXKaTh HA « BBIUTH».

Kuo6epOy/LTMHT WJIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOy/UIMHT — TIIpecjieJIoBaHHE COOOIEHUSIMH, COAEPIKAIIMMH OCKOpOJIeHus,
arpeccuio, 3allyrUBaHMe; XyJIUTAHCTBO; COIUAJIbHOE OONKOTHPOBAaHUE C IIOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIIMHTOM:

1. He 6pocatica B 60#i. Jlyumwuii ciocob: MOCOBETOBATHCA Kak cebs BECTH U, €CIU HET
TOTO, K KOMY MOKHO 00paTUTbhCs, TO BHAYAJIE YCIIOKOUTHCS. ECIM ThI HAUHEITH OTBEYATD
OCKOPOJIEHUSIMH Ha OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa303kKIKellb KOHDIIVKT;

2. Yrpasiai cBoeli kKubeppelyraiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYIHGCTBYIOT CITI0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr XyTMTraHCKUI 00pa3 BUPTYyaIbHOH *KU3HU. IHTepHET (pUKCUPYET Bce
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTEIHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTH CMOJIOAY;

6. VrHopupyél eguHUYHBIA HeratuB. OJHOpPa30Bble OCKOPOUTEJBHBIE COOOIIEHUS
JIydllie uiTHOpHUpoBaTh. OOBIYHO arpeccus IpeKpaliaeTcs Ha Ha4aJIbHOU CTaIuH;

7. BaH arpeccopa. B mporpammax ooOMeHa MITHOBEHHBIMH COOOIIIEHUSIMU, B COITUATBHBIX
CETSAX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COOOIIEHHH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim T cBuzerenb KubepOysuimHra. TBOWM JeWCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IOKa3aThb €My, UYTO €ero JIeHCTBUsA OIleHUBAIOTCA HETraTUBHO,
MOJIEPIKATH JKEPTBY, KOTOPOH HYKHA IICHXOJIOTHYECKAS IOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

Mo06ubHBIH TenedoH

CoBpemenHble cMapTGOHBI U IUIAHIIETHI COAEPKAT B cebe BIIOJHE B3POCJIBIHI
(dyHKIIMOHAN, ¥ Temepb OHU MOTYT KOHKYPHPOBaTh €O CTAallMOHAPHBIMHU



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI JJIA HOHO6HI)IX YCTpOﬁCTB IIOKa O4Y€Hb MaJIio.
TeCTI/IpOBaHI/Ie H IIOHUCK y}ISBI/IMOCTeﬁ B HUX IMTPOHUCXOAHUT HE TaK MHTEHCUBHO, KaK JJIf
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJIO}ICEHI/IfI.

COBpeMeHHbIe MOOUJILHBIE 6paysepb1 VXK€ IIpaKTU4eCKH [JOTrHaJii HaACTOJIbHBIE
AHaJIOTH, OAHAKO paClIupPEHUE (1)}7HKIII/IOHa.T[a BJIEUET 3a cOOOH 6OJ'II)H.IYIO CJIOKHOCTDb N
MEHBIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ'I€HI/I}I, 3aKpPbIBAIOIII€ KPUTHYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OcCHOBHBIE COBETHI AJIA 0€e301mMacHOCTH MOOHMJIBHOTIO TeJIe(l)OHa:

1. Huuero He sABjfeTcA mo-HacTosAmeMy OecIUIaTHBIM. Byzb ocTOpokeH, Bellb KOT/ia
Tebe mpeIaraloT OecIyIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO IIJIATHBIE
yOIyru;

2. Jlymaui, mpesxze 4yeMm oTinpaBuTh SMS, doto uinu BuAeo. Thl TOUHO 3HaElb, IJl€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo/11M0 0OHOBJIATH OIlEpAallMOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Victiosib3yii aHTUBUPYCHBIE IPOTPaMMBI /IJIs1 MOOMJIBHBIX Tee(OHOB;

5. He 3arpy»xaif mpusioKeHusl OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

6. ITocie TOTO Kak ThI BBIMJEIIH C CANTa, T/I€ BBOAWII JIUYHYI0 UH(pOPMAIHIO, 32U B
HacTpoUKku 6pay3epa u yziaim cookies;

7. Illepuoguuecku MpoBepsAl Kakue IJIaTHbIE YCJIyTU aKTUBUPOBAaHbI HA TBOEM HOMeEPE;

8. JlaBaii cBoii HOMep MOOHWJIBHOTO TesedoHa TOJIBKO JIIOJSIM, KOTOPBIX Thl 3HAEIIh U
KOMY /IOBEpSI€elllb;

9. Bluetooth momkeH OBITH BBIKJIIOUEH, KOTJa Thl UM He IOJb3yelrbcsi. He 3abbiBaii
WHOT/Ia TPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAMH-UTPBl - 9TO KpPAaCOYHbIE, 3axBaThIBAIOIINE pa3BJIeueHu ],
00beIMHAIONINE COTHH THICSTY YEJIOBEK 10 BceMy MUPY. ITPOKU HCCIIeIyIOT JaHHBINA UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33J]JaHUs, CPA’KAIOTCA C MOHCTPaAaMH H
MOJIy4alOT OMNBIT. 3a YZOBOJIBCTBUE OHHU IUIATAT: IIOKYyHAKT [AUCK, OIIAYUBAIOT
ab0OHEMEHT WU MIPUOOPEeTAIOT KaKUe-TO OMIIU Y.

Bce oTtu cpezcrtBa uAyT Ha NOAJEp)KaHME M pa3BUTHE WUTPhI, a TAKKe HA caMmy
6e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AI[UY, BBIIIYCKAIOTCA HOBBIE ITATUN
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX Urpax CTOUT oOracaTbCAd H€ CTOJIBKO CBOHUX COIIEPHHKOB, CKOJIBKO KpaXKu
TBOETI0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.



OCHOBHBIE COBETHI IO 0€30MMaCHOCTH TBOET0 HIPpOBOTIO aKKayHTa:

1. Ecyti pyroii urpok BezieT cebs1 MI0X0 WK co3AaeT Tebe HeMPUATHOCTH, 3a0JI0KUPyH
€TO0 B CIIHCKE UTPOKOB;

2. Iloxasyiica agMUHHUCTpATOpPaM WIPhI HA IIOXOE€ IIOBEJIEHHE STOTO HWTPOKa,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykassiBaii inuHyio nHpoOpMaIuo B npodaiisie Urpsl;
4. YBaXkall IpyTUX y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBali HeopunmasibHble IaTUYU U MOJIbI;

6. M criosip3yii C10KHBIE U Pa3HbIE ITapOJIH;

7. Jlaxke BO BpeMs UTIpPHI He CTOUT OTKJIIOYATh aHTUBUpYC. [loka Thl urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

POUIINHT WIN KpaixKa TUIHBIX JaHHbIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO He YAWUBHIINb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUHN 3JI0YMBIIIEHHUKU IIepeMeCcTUINCh B UHTEPHET, U
IIPO/IOJI’KAIOT 3aHUMAThCA «JIIOOMMBIM» JIEJIOM.

Tax mosiBUJIach HOBas yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (DUIIUHT, TJIaBHAS 11eJTb
KOTOPOTO COCTOUT B TOJYYeHHU KOH(UJIEHIMATbHBIX JAHHBIX II0Jb30BaTEIed —
JIOTMHOB U mapoJieii. Ha aHrniickom s3bike phishing yurtaercs kak ¢umuHr (ot fishing
— pbIOHas J10BJIst, password — 1apoJib).

OcHOBHBIE COBETHI IO 60pHOEe ¢ PUIIMHIOM:

1. Ciemn 3a CBOMM akKKayHTOM. Eciu Thl IOJ03peBaelllb, YTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HeOOXOAUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPAM pecypca
00 3TOM KaK MO?KHO CKOpee;

2. Ucnonp3yit 0Oe3omacHble BeO-caliThl, B TOM 4YHCJIe, HHTEPHET-MarasuHoB U
TIOUCKOBBIX CHCTEM;

3. Wcnonp3yii ciiokHBIE U pa3Hble naposu. Takum ob6pa3oMm, ecau TeOA B3JIOMAIOT, TO
3JI0YMBIIJIEHHUKY TIOJIy4YaT JIOCTYII TOJIBKO K OJHOMY TBOeMY MPO(UIIIO B CETH, a HE KO
BCEM;

4. Eciiu Te6s1 B31OMasu, TO He0OXOAUMO ITPEyIIPEINTDh BCeX CBOMX 3HAKOMBIX, KOTOPHIE
7100aBjIeHbI Y TeOS B JIPY3bsiX, O TOM, UTO TeDsI B3JIOMAJIM M, BO3MOKHO, OT TBOErO
WMeHHU OyZleT pacchlIaThCs CIIaM M CChIKH Ha (DUIITMHTOBBIE CANTHI;

5. YcraHoBH HaJiexkHbIH 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOYU cOXpaHEeHUe mapoJis B Opaysepe;

7. He oTkpbIBaii (aiiyibl U JIpyrue BJIOXKEHUs B MHChMAaX Ja’Ke €CJId OHU IPHUIIIN OT
TBOUX Jipy3el. Jlydllle yTOUHU Y HUX, OTIIPABJISAJIN JIU OHU Tebe 3Tu (pailyibl.

[{udposas pemyranus



[MudpoBas permyranus - 3T0 HETATUBHAA WX MO3UTUBHAs MHGOpMAIUA B ceTU O Tebe.
Kommnpomerupyromas uHdopMarus pa3MelleHHas B WHTEPHETE MOXKET Cepbe3HBIM
00pa3oM OTpasuThCs Ha TBOEH peasibHOU ku3HU. «[[udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIU (popmMupyeTtcs u3 nHopManuu o Tebe B HHTEPHETE.

TBoe wmecTO KHUTEJIbCTBA, yqe61>1, TBOE (I)I/IHaHCOBOG II0JIOKEHIUE, 0COOEHHOCTHU
XapakKTepa U paCCKa3bl O OJIM3KHUX - BCE OTO HAKAIIJIMBAETCS B CETH.

MHor#e IoAPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K ITyOJIMKAIIAY JIMYHOU HHGOPMAITUH B
VHTEpHETE, HE TIOHUMAs BO3MOXKHBIX MTOCIeACTBUN. ThI Taske HE CMOXKEIb I0TafaThCs
0 ToM, 9TO poTorpadusi, padMeIeHHas 5 JIET Ha3a/l, CTajla IPUYUHON OTKa3a MPUHSATH
Tebs1 Ha paboTy.

KomMmeHnTapuu, pasmeineHue TBoux ¢ortorpaduili u Apyrue JIeHCTBUS MOTYT He
HCUYE3HYTh Jla’Ke I0CjIe TOTO, KaK Thl UX yJIuIb. Thl HE 3HAENIb, KTO COXPAHWJI 3TY
nHdopManuio, momajga JU OHA B IOUCKOBBIE CHCTEMBI M COXpPAaHWJIACh JIU OHA, a
[JIABHOE: UTO MOAYMAIOT O Tebe OKpYy:Kalolllee JIIOAHM, KOTOPble HAUAYT U YBUJAT STO.
Haiitu mHGOpPMAIUIO MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK U C HaMepeHueM NPUUUHUTH Bpesl. ITO MOKET ObITh KTO YTOHO.

OcCHOBHBI€E COBETHI IO 3anuTe (P POBOH permyTanun:

1. [Tomymaii, mpekze ueM 4To-TO IIyOJIMKOBAaTh U IepefaBaTh y cedsa B OJioTe WiId B
COITMAJIBHOHU CETH;

2. B HacTpolikax npoduig yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPO(UIA U ero
COJIEP?KUMOTO, C/IeJIal €T0 TOJIBKO «JIJISA IPYy3€ei»;

3. He pasmemaii 1 He ykaspiBaii nHGOPMAIHI, KOTOPAs MOKeT KOT0-JT100 OCKOPOJISTh
WJIN OOUXKATh.

ABTOpCKOE IPAaBO

CoBpeMeHHble IIKOJIbHUKU- AaKTUBHbIE I10JIb30BaTeNn IH(GPOBOrO0 IMIPOCTPAHCTBA.
OnmHako Jajieko He Bce 3HAOT, YTO II0JIb30BAaHHME MHOTUMH BO3MOXKHOCTSIMH
rdpoBoro Mupa TpedyeT coOTI0eHNs IPaB HA UHTEJIEKTYUTbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJIEKTyaIbHAsI COOCTBEHHOCTh» OTHOCHUTCS K PA3JIUUYHBIM TBOPEHHUAM
YeJIOBEUECKOTO yMa, HAayMHas C HOBBIX HM300peTeHHN U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHUMBAsA KHUTaMH, dororpadusamu,
KUHODUIbMAaMU U My3bIKQJIbHBIMU IPOU3BEJCHUAMU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IPOU3BEEHUSA
HAyKH, JINTEPATYPbl U UCKYyCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCcTBe rapaHTUH
TOTO, UYTO UHTEJJIEKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa He Oy/ieT HAlPACHBIM, /1ACT €MY
CIIpaBe/lIUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTaX CBOEro TPYZAA, IMOJIyYUThb
HU3BECTHOCTH U Npu3HaHue. HuKTo 6e3 pa3penieHus: aBTopa He MOXKET BOCITPOU3BOUTH
€ro TMPOU3BEJEHNE, PACIPOCTPAHATh, IYOJUYHO JEeMOHCTPHUPOBATh, IIPOJABATh,
UMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJUUYHO HCIIOJIHATH, TOKA3hIBATh/UCIIOJTHATD B
a¢upe uim pazmemaTth B VIHTEpHETE.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOIO OOecIeueHusT MOXKET HPUBECTH K
MHOTHM pHCKaM: OT IOTEPH JIAHHBIX K TBOMM aKKayHTaM 70 OJIOKUPOBKH TBOETO
YCTPOUCTBA, TJle YCTAaHOBJIEHHBIN He JierajibHas mporpamma. He cTout Taxske 3a0bIBaTh,
YTO CYII[eCTBYET JIeTaIbHBIE B OecIIaTHbIE IIPOTPaMMbI, KOTOPbIe MOKHO HAWUTH B CETH.



O moprane

CereBUUYOK.pd - TBOW IJIABHBIA COBETYHMK B CETHU. 37IeCh THI MOXKEIb Y3HATh O
0e30IIaCHOCTH B CETH IOHATHBIM W JOCTYITHBIM SI3bIKOM, a IIPU BO3HUKHOBEHUU
KPUTUYECKOH CHTyallUd OOpaTUTHhCSI 3a COBETOM. A TakKKe NPUHATh Y4JacTHe B
KOHKYPCax U CTaTh CAMBIM IIU(PPOBBIM I'PAXXAAHUHOM!

[Ipunoxenue N2 3

ITamaTka s poauTesied 060 MHPOPMAIMIOHHONM 0€30IaCHOCTH
aereu

Omnpenenenne TepMuHa «WHGPOPMAIMOHHASA 0€30MacHOCTh JIETEW» COJEPIKUTCA B
®enepanpHoM 3akoHe NO 436-03 «O 3ammuTte Aeteil oT nHGOPMAIUHN, TPUUNHAIOIEHN
Bp€/l X 37I0POBBIO U Pa3BUTHUIO», PETYJIUPYIOIIUM OTHOIIIEHUS, CBA3aHHbIE C 3aIUTON
neteil oT wHOOpMAIUK, TPUYUHAIIEH BpeJl MX 370POBbI0 U (WIU) Pa3BUTHUIO.
CoryslacHO ZJaHHOMY 3aKOHY «HMH(MOpPMAIMOHHASA 6€30I1aCHOCTb JETEN» - 3TO COCTOSHUE
3alIUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYeT PHCK, CBA3aHHBIM C IpUYUHEHUEM
nHdopmanmen Bpesia ux 37[0POBbI0 U (1in) PU3nIecKoMy, ICUXHIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHUIO.

B cuny ®enepanpHoro 3akoHa NO 436-®3 wundopmarueil, NPUUUHAIONIEN Bpes,
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABJISIETCS:

1. ”HDOpMAaIUA, 3aIpelleHHas IJI paCIIPOCTPaHEHUsI CPEY JeTeH;

2. nuadopmanus, pacnpocTpaHeHre KOTOPOU OIPaHUYEHO CPeZiU JileTell OIpe/iesIeHHbIX
BO3PACTHBIX KAaTETOPUU.

3. Kuadopmanuu, 3anpemieHHON Jj1s pacCIPOCTPaHeHUs cpefu JeTel, OTHOCUTCA:

4. nHpOpManusa, noby:Kaarias JeTed K COBEPIIEHUI0 JEHCTBHUM, MPEICTABJISIONIIX
yIpo3y WX JKU3HU U (WIH) 3/10pOBBIO, B T.4. IPUYMHEHHUIO BpEJla CBOEMY 370POBBIO,
CaMOYyOUCTBY;

5. CIOCOOHOCTH BBI3BATh y JE€Tel JKeJIaHWe YIOTPeOUTh HAapKOTHYECKHEe CPEeJICTBa,
IICUXOTPOIIHbIe ¥ (WIM) OJAypMaHUBAIOIIWE BeEIeCTBa, TabayHble W3/eus,
QJIKOTOJIBHYIO ¥ CIUPTOCOAEPIKAIIYIO IIPOAYKIIUIO, TUBO U HATIUTKH, U3TOTaBJIBaeMble
Ha €ro OCHOBe; IPHUHATH yJYacTHE B a3apTHBIX UrpaX, 3aHUMATbCS ITPOCTUTYIIHEH,
OPOASKHUYECTBOM HJIM IIOIIPOIIAfHUYECTBOM;

6. O00OCHOBBIBAWOINAS WJIM OIpPaBAbIBAIONIAA JIOMYCTUMOCTh Hacwiausd u (wim)
JKECTOKOCTU JIMOO TMOOYK/Ialoas OCYIIeCTBIATh HACHUJIbCTBEHHbBIE JIEHCTBUS IO
OTHOIIIEHUIO K JIIOASIM U ’KUBOTHBIM;

7. OTPUIIAIONIAs CeMeHHbIe IEHHOCTH U (POPMHPYIOIasi HeyBaKeHUE K POJIUTENISIM U
(wIm) APyruM 4ieHaM CEMbH;

8. onpaBzpIBatolas MPOTUBOIIPABHOE ITOBE/IEHUE;
9. cojZiep:Kallas HelleH3ypHYI0 OpaHb;

10. coziepekaliiad nH(popmMaIuio nopHorpaduIeckoro xapakrepa.


http://vip.1obraz.ru/#/document/99/902254151/
http://vip.1obraz.ru/#/document/99/902254151/
http://vip.1obraz.ru/#/document/99/902254151/

K undopmarum, pacpocTpaHeHHe KOTOPOH OrpaHHUYEHO CPEIU JeTeN OIpeeIeHHOTO
BO3pacTa, OTHOCHUTCS:

1. uHpOpMaIus, mpecTapasgeMass B Bue U300payKeHUs] WJIN OIMUCAHUS 3KEeCTOKOCTH,
¢usmueckoro u (WIM) IICUXWUYECKOTO HACHJINA, IIPECTYIUIEHHsS WJIH HHOIO
AHTHOOIIECTBEHHOIO 1eHCTBUA;

2. BBIBBIBAIONIAA Yy JETEH CTpax, y:Kac WM IMMaHWKY, B T.Y. IIPeJiCTaB/IsIeMas B BHJE
U300pa’keHUsl MM OIMCAHHUS B YHIDKAIOIIEH YeJ0BeUuecKoe JOCTOMHCTBO dopme
HEHACHJIbCTBEHHOU CMEPTHU, 3a00JIeBaHUSA, CAMOYOHUICTBA, HECYACTHOTO CJIy4asi, aBApUU
WIU KaTacTpodbl U (MJIH) UX ITOCIIEICTBUMH;

3. mpejcTaBjsieMasi B BU/Ie U300pakeHUsA WU OIMCAHUS OJOBBIX OTHOIIIEHHH MEXKITY
MY?KYMHOU U JKEHIITUHOM;

4. cozep:kainasi OpaHHbIE CJI0OBA U BRIPAXKEHMU S, HE OTHOCSIIHECA K HEIEH3YPHOU OpaHu.

C yueTom sToro Bam mpepsararorces npaBuiia paboTel B ceTu MIHTepHET /11 pa3IUUHBIX
BO3PACTHBIX  KAaTETOPUH,  COOJIIOZIEHME  KOTOPBIX  IO3BOJIUT  OOECIIEeUYHTh
nHGOPMAIIMOHHYIO0 6€30I1aCHOCTD BAIIIUX JIETEN.

OG61re mpaBwIIa /ISl pOAUTENIEeN

1. HezaBucumo oT Bo3pacta pebeHKa WCIOJIB3YHTE HIPOTPAMMHOE ObOecredyeHue,
nomoraroiee GUIBTPOBATh U KOHTPOJHUPOBATh WHG(OpMAIUIO, HO He IIoJIaralTech
ITOJTHOCTBIO HA Hero. Baire BHUMaHue K peOeHKY - TJIaBHBIH METO]T 3aIllUThI.

2. Ecytn Batn pebeHOK MMeeT akKKayHT Ha OJHOM U3 COIMUAIBHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMarTesbHO U3y4YUTE, KAKYyI) WH(OOPMAIUIO
IIOMENIAI0T ero YYacTHUKU B CBOUX Npoduisax u Osorax, BkiIouas Qororpadpuu u
BUJIEO.

3. IIpoBepbTe, ¢ KaKUMHU JIDYTUMH CAUTaMU CBSI3aH COI[MAJIBHBIN cepBHUC Barero
pebenka. Crpanuuku Bamrero pebenka MoryT ObITh 06e30mMacHBIMH, HO MOTYT U
COZIEP?KATh CChUIKUA Ha HEXKeJIaTeJIbHbIE U OTIaCHbIe CAWThI (HapuMep, TOPHOCAUT, UJIU
CalT, Ha KOTOPOM JIpyT yIIOMHUHAeT HOMEP COTOBOTO TejedoHa Barero pebeHka Win
Bamr qomarHuii agpec)

4. IMoompsiiTe Bamux aerei cooOIaTh 0600 BCEM CTPAHHOM WJIX OTTAJIKUBAIOIIUM U HE
CJIMIIIKOM OCTPO pearupyuTe, KOT/ia OHU 3TO JeJ1aioT (M3-3a OmaceHus MOTEPATD JIOCTYII
K VHTepHeTy JeTH He TOBOPSAT POJHTENSIM O mpobsieMax, a TakKe MOTYT HadaTb
HCIO0JIb30BaTh VIHTEpHET BHE I0MA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBol »ku3HU Bamiero pebenka. VIHTEpecyiTech, KTO UX APY3bs B
W HTepHeT Tak ke, KaK NHTepecyeTeCh peaIbHbIMU JIPYy3bIMMU.

Bospacr ot 7 1o 8 et

B MHTEepHETE peOEHOK cTapaeTcs MOCETUTh T€ WJIM UHBbIE CAUThI, a BO3MOXKHO U YaThI,
paspelieHre Ha IOCElleHHe KOTOPHIX OH He MOJIydusa Obl OT poxutesieil. ITosTomy
pomuTenssM OCOOEHHO TIOJIe3HbI OyAyT Te OTYeThbl, KOTOpPbIE€ IIPEIOCTABJISIOTCS
MporpaMMaMy TI0 OTPAHUYEHHIO WCIIOJIb30BaHUA HTEpHeTa, T. €. PoauTenbckuit
KOHTPOJIb WJIN TO, YTO BbI CMOXKETE YBUJIETH BO BpeMeHHbIX (aimax. B pesysbrare, y
pebeHKa He OyZeT OIIyIIeHUs, YTO 32 HUM BeJIETCA IMOCTOSHHBIM KOHTPOJIb, OJTHAKO,
poauTenu OyAyT TMO-TIPEXHEMY 3HaTh, KaKHe CAUThI IOcelnaeT nx pebeHOK. JleTu B



AaHHOM BO3pacCTe O6JIaI[aIOT CUWJIbHBIM 4YYyBCTBOM CEMbH, OHH JOBEPUYHBBI N HE
COMHEBAIOTCA B aBTOpUTETAaX. Onu J1100AT UIrpaThb B CETEBbLIE UI'DHI U ITyTEIIECTBOBATD I1O
I/IHTepHeTy, HCIIOJIb3YyA OJJIEKTPOHHYIO IIOYTYy, 3aXOAHUTb HaA CalThl H 4yaTbl, He
PEKOMEHAOBAHHBIE DOAUTEIAMU.

Cosersl o 0e3omacHoCTU B cetH IHTEpHeET 1J1s ieTel 7-8 Jier

1. Co3paiiTe CIIMCOK JOMAIIHUX IMPaBUWJI IocelleHusa VIHTepHeTa IpU yJacTHU JeTeld U
TpeOyHTe ero BhIIIOJTHEHUS.

2. TpeOyitte oT Bamiero pebGeHka coOJio/ieHUsI BpeMEHHBIX HOPM HaXOXJIEHUS 3a
KoMIbIoTepoM. Ilokakute pebeHKy, 4YTo Bbl HabI0aeTe 3a HUM He IMOTOMY 4uTO Bam
3TO XOUYeTcs, a MOTOMY YTO BbI GecriokouTech 0 ero 6e30MacHOCTH U BCET/a TOTOBHI €MY
MTOMOYb.

3. Kommnprotep ¢ nmoaxiouenueM Kk MIHTEPHETY /I0JKEH HAXOJUTHCA B 00IIel KOMHATe
TIOJT IPUCMOTPOM POJUTETIEN.

4. HCHOHBSyﬁTe Criequa/JibHbI€ AE€TCKHE IIOMCKOBbIE MAIIITHBI.

5. Mcnonb3yliTe cpeAcTBa 6JI0KUPOBAaHUS HeXKeIaTeJbHOTO KOHTEHTA KaK /I0NIOJHEeHNe
K CTaH/IapTHOMY Po/iuTessbckoMy KOHTPOJIIO.

6. CozpmaiiTe ceMEUHBIA 3JIEKTPOHHBIA SIMUK, YTOOBI HE IMO3BOJIUTH JETSIM HMETH
cobCTBEHHBIE ajipeca.

7. Biokupy#Te moCTyn K caiTaM ¢ OecCIyIaTHBIMU ITOYTOBBIMH SAIHUKAMU C ITOMOIIBIO
COOTBETCTBYIOIIETO IIPOTPAMMHOT0 00eCIIedeHH .

8. Ilpuyuure pgerell coBeTOBAaThCA ¢ Bamm mepes OmyOJMKOBaHUEM KaKOM-JTOO
nHpOpManuu CpeACTBAMU 3JIEKTPOHHOUW IOYTHI, UATOB, PETHCTPAIIMOHHBIX (HOPM U
npoduiei.

9. Hayumre pereit He 3arpyxkaTh (ailibl, IpOrpaMMbl WJIH MY3bIKy 0e3 Balllero
COTJIacUsl.

10. He paspemaiite [AeTAM HCIOJb30BaTh CJIYKObI MTHOBEHHOTO oOMeHa
COOOIIEHUSAMU.

11. B «Besblii» CIUCOK CAlTOB, pa3peIIeHHBIX /IJIS MTOCEIEHNs, BHOCUTE TOJIBKO CAUTHI C
XOpOllIel peryTanue.

12. He 3a0p1BatiTe OecezioBaTh C IeTbMU 00 UX JIpy3bsaxX B VIHTepHeTe, Kak eciu Obl peub
112 O PY3bsIX B PEATbHOU KU3HU.

13. He genaiite «Taby» 13 BOIPOCOB IIOJIOBOM »KU3HU, TaK Kak B VIHTepHeTe /IeTh MOTYT
JIETKO HAaTKHYTbhCSA Ha IIOPHOIPa(dUIO UM CAUTHI «/IJ1 B3POCIBIX».

14. Ilpuyuurte Bamero pebGeHka cooOIaTh BaM O JOOBIX Yrpo3ax WU TPEBOrax,
cBA3aHHBIX ¢ VTHTEepHEeTOM. OcTaBaiTeCh CHOKOMHBIMU M HAIIOMHUTE JIETSIM, YTO OHU B
0e30I1aCHOCTH, €CJIM CaMU paccKkasajd BaM O CBOUX TpeBorax. I[loxBaimre ux u
IIOCOBETYUTE MOIOUTH ellfe pa3 B MOI00HBIX CITyUyasX.

Boapacr gerei oT 9 10 12 JIeT



B manHOM BO3pacTe JeTH, KaK IIPaBUJIO, YK€ HAC/IBIIIAHBI O TOM, Kakas WH(pOpMaIus
cymectByer B MuTepHere. COBEpIIEHHO HOPMAJIbHO, YTO OHH XOTAT 3TO YBHJIETbH,
MIPOYECTh, YCJIBIMIATh. IIpH 5TOM HYKHO IIOMHHTB, YTO JOCTYI K HEXKeJaTeJIbHBIM
MaTeprajiaM MOKHO JIETKO 3a0JI0KMpOBaTh HPU IIOMOINM CPEACTB PoauTesbcKoro
KOHTPOJIS.

CoBeThl MO 0€30MMaCHOCTH JJIA AeTEH OT 9 10 12 JIeT

1. Co3zialiTe CIIMCOK JIOMAITHUX IPaBUWJI MocelleHuss MIHTepHET NP yJacTHU JIeTed U
TpeOyHTe ero BhIIIOJTHEHUS.

2. TpebyiiTe oT Barero pebenka co6110/IeHIs HOPM HaXO0XK/IEHUs 32 KOMIIBIOTEPOM.

3. Habsrogaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKUTE €My, YTO BBl
0eCIIOKOUTECH O €ro 6€30TIaCHOCTU U BCET/Ia TOTOBBI OKa3aTh €My ITOMOIITb.

4. KommbioTep ¢ mogkiatoueHrueM B VIHTepHET JOKeH HaXOJIUThCA B OOIIEN KOMHATe
IIOJ], IPUCMOTPOM POAUTETIEN.

5. Mcnonb3yliTe cpefcTBa GJI0KUPOBAaHUS HeXKeIaTeJbHOTO KOHTEHTA KaK JI0NOJIHEeHNe
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. He 3a0pIBaiiTe mpUHUMAThH HEIIOCPEACTBEHHOE YUaCTHE B XKU3HU pebeHKa Oece/0BaTh
¢ eTbMU 00 UX Apy3bsix B IHTEpHeTe.

7. HactauBaiiTe, 4TOOBI JIETH HUKOT/IA HE COTJIANIAINCH HA JIMYHbBIE BCTPEUH C IPY3bAMU
o MurtepHery.

8. Ilo3BosAliTe JIeTAM 3aXOAUTh TOJBKO HA CAUTHI U3 «0EI0ro» CIHCKA, KOTOPBIHA
co3/aiTe BMeCTe C HUMHU.

9. Ilpuyuure peTelli HUKOI/IAa He BbIIaBaTh JIMUHYI0 HHGOpPMANUIO CpeJICTBAMU
BJIEKTPOHHOM IIOYTHI, YAaTOB, CHCTEM MTHOBEHHOTO oOOMeHa COOOIIEeHUsIMH,
perucrpanyoHHbIX (HOpM, JUYHBIX OpOouiIed U IpU PEerucTparuu Ha KOHKYPCHI B
HNurepHere.

10. [Ipuyuure sieTeil He 3arpykath nmporpaMmMbl 0e3 Barmero paspemrenus. O0bscHUTE
UM, YTO OHHU MOTYT CJIy4allHO B3arpy3uTh BHUPYChl WJIN JIPyroe HeXKeJaTeIbHOe
IporpaMMHOe o0ecIieueHue.

11. Cospmarite Bamemy pebGeHKY OrpaHHYEHHYIO YYETHYIO 3aIlich JJIT paboThl Ha
KOMIIBIOTEPE.

12. Ilpuyuurte Bamiero pebGenHka coo0miaTh BaM O JIIOOBIX Yrpo3ax WU TPEBOTaX,
cBaA3aHHBIX ¢ MHTepHeTOM. HamoMHuTe AeTAM, 9YTO OHU B OE€30MACHOCTH, €CTU CaMH
pacckaszajiiz BaM O CBOMX TPEBOTaX U OMAaCeHUAX.

13. Pacckaxkure AE€TAM O HOpHOI‘pa(I)I/II/I B I/IHTepHeTe.

14. HacramBaiiTe Ha TOM, 4YTOOBI JIeTH TMPEAOCTAB/ISUIM BaM JIOCTYI K CBOeH
3JIEKTPOHHOMU MOYTE, UTOOBI BbI yOE/ITMJIUCH, UTO OHU HE O0IIAIOTCs C HE3HAKOMIIaMH.

15. OObBscHUTE [AeTsAM, 4YTO HeJb3s WCIOJIb30BaTh CeTh JJIs XyJUTAHCTBA,
pacrpocTpaHeHUs CIJIETEH WU YTPO3.

Bospacrt zereti oT 13 /10 17 JIET



B 3TOM BO3pacre MOAPOCTKA aKTUBHO HCIOJIB3YIOT MONUCKOBBIE MAIINHBI, ITOJIH3YIOTCS
BJIEKTPOHHOU TIOYTOH, CJIy:kOaMH MTHOBEHHOTO OOMeHa COOOIIEHHAMHU, CKAaUHBAIOT
My3BbIKy W GUIbMBI. MaJbuyuKaM B 3TOM Bo3pacre OoJibllle IO HPABy CMETaTh BCE
OTpAaHUYEHUs, OHHU IKAKAYT TpPy0dOro OMOpa, Aa3apTHBIX WIP, KAPTUHOK «JJIsf
B3pOCJBbIX». JIeBOUKHU MIPEIMIOYUTAIOT OOIAaThCA B UaTaX, IPU 9TOM OHU ropasjio 6osiee
YyBCTBUTEJIHHBI K CEKCYaJIbHBIM JJOMOTaTeIbCTBAM B IHTEpHEeTe.

3a4acTyio B JAHHOM BO3pacTe POAUTEJIAM yKe BeCbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
7eTel, Tak kKak 00 VlHTepHETe OHU y:Ke 3HAIOT 3HAYUTEIHHO OO0JIbIllE CBOMX POJUTEJIEN.
Tem He MeHee, He OTIyCKaWTe JeTell B «CBOOOJIHOE IUIaBaHWE» IO VIHTEepHETY.
CrapaiiTech aKTHBHO Y4acTBOBaTh B 00IIleHNU pebeHKa B IHTepHeTe.

BaxxHO TmoO-TIpe:kHEMY CTporo co0Oiofarh mpaBuia HTepHET-0€30MacHOCTH -
corJlallieHue MeXKAy POJUTENSAMU U JeTbMU. Kpome TOro, HeoOXOAWMO KaK MOXKHO
Yaire IpocMaTPpUBATh OTUETHI O JleATesIbHOCTU JleTell B HTepHeTe. CiemyeT o6paTuTh
BHUMAaHHE Ha HEOOXOMMOCTh COJIEPIKAHUSA POAUTEIbCKUX TapoJiel (Imaposiei
aJIMIHUCTPATOPOB) B CTPOTOM CeKpeTe W O0paTuTh BHUMAHUE HA CTPOTOCTb 3THUX
rmapoJien.

CogerTbl 110 6€30IIaCHOCTH B 3TOM BO3PacTe OT 13 0 17 JIeT

1. CozpaiiTe COHCOK JIOMAIIHUX IMIPaBUJI IoceleHHWs VIHTepHeTa IpU Yy4acTUU
MIOZPOCTKOB UM TpeOyliTe 0e3yCIOBHOTO ero BbINOJIHEHUA. OOroBopute ¢ pebEeHKOM
CIIMCOK 3ampelieHHbIX CAaWTOB («4YepHBIN CHOHCOK»), Yackl paboTel B LHTepHeTe,
PYKOBOJICTBO 1O O0IIIeH!I0 B VIHTEpHETE (B TOM YHCJIE B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHHEM K ceTH VHTEpHET JO/KeH HaXOAUThCA B OOIIeH
KOMHAaTe.

3. He 3abbIBaiiTe GecesioBaTh ¢ AeTbMH 00 UX ZIpy3bsxX B MIHTepHETE, O TOM, YEM OHH
3aHATHI TAKUM 00pa3oM, OyATO peub HAET O APY3bsIX B peabHOU KU3HU. CIpannBaite
0 JIIOAAX, ¢ KOTOPBIMH JE€TU OOIIAIOTCA IMOCPEACTBOM CJIy»KO MTHOBEHHOTO OOMeHa
COODIIEHUAMU, YTOOBI YOETUTHCS, UTO STU JIIOAU UM 3HAKOMBI.

4. Ucnionp3yiiTe cpezicTBa OJIOKMPOBAHUSA HeXKeJIaTeJIbHOI'O KOHTEHTA KakK /I0NO0JIHEeHNe
K CTaH/IapTHOMY PosiuTesIbckoMy KOHTPOJIIO.

5. Heobxogumo 3HaTh, KaKUMH 4YaTaMU TMOJb3yIOTcA Bamm petu. Iloompsiite
HCIIOJIb30BaHUE MOJIEPUPYEMBIX YaTOB M HACTauBaiTe, YTOOBI /IETH He OOINAINCH B
IIPUBATHOM peXUMe.

6. HacrauBaiiTe Ha TOM, YTOOBI JIeTHU HUKOTZIA HE BCTPEUAJINCH JIUYHO C JIPY3bsIMU U3
cetu IHTEpHET.

7. IlpuyuwTe paeTed He BbIJIaBaTh CBOIO JIMYHYI0 HHMOPMAIHIO CpeacTBaMHU
9JIEKTPOHHOW TIOYTHI, YaTOB, CHCTEM MIHOBEHHOTrO OOMEHa COOOIIEeHUsIMHU,
perucTpanuoHHbIX (GHOPM, JUYHBIX TPOPUIed W IPU PETHUCTPAIMU HA KOHKYPCHI B
HNuTtepHere.

8. IIpuyuute neteil He 3arpy:kaTh nporpaMmMmbl 6e3 Bamiero pasperienusa. O0bsacHUTE
UM, YTO OHH MOTYT CJIy4allHO B3arpy3uTh BUPYChl WJIM JPYroe HexKejaaTeIbHOe
IIpOrpaMMHOe o0ecrieueHue.

9. Ilpuyunute Bamero pebeHka coob6IIaTh BaM O JIIOOBIX yrpo3ax WU TPEBOTaX,
cBsA3aHHBIX ¢ VlHTepHeTOM. HamomHuTe /ieTsiM, YTO OHU B 0G€30IaCHOCTH, €CIU CaMU



pacckazajii BaM, O CBOMX yIrpo3aX WM TpeBorax. IloXBajimTe WX M IIOCOBETYITE
IIOJIOUTH €eIlle Pa3 B MOI00HBIX CIyYasX.

10. Pacckaxkute getam o nopHorpaduu B MHTepHeTe. IloMmorute uM 3alUTUTHCA OT
criama. HayuuTe mnoApOCTKOB He BbIJIaBaTb B LIHTepHeTe CBOero peajbHOIO
2JICKTPOHHOTI'O ajipeca, He OTBedaTh Ha He)kesaTeJbHble IIMCbMa MW HCIO0JIb30BaTh
cIerajibHble I0YTOBbIE (DUIBTPHI.

11. HpI/Iy‘-II/ITe cebs1 BHAKOMUTHCSA C CaﬁTaMI/I, KOTOpPbIE ITOCEIAIOT ITIOAPOCTKH.

12. HayuwnTe /ieTeli yBaXkaTh APYTUX B HHTEpHETE. YOeAUTECh, YTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIETro MOBeAEHUA e CTBYIOT Be3/ie — JJa’Ke B BUPTyaJIbHOM MUpe.

13. OObBsCHUTE JIeTIM, YTO HU B KOeM CJiyuyae HeJb3fl HCIO0Jb30BaTh CeThb A
XyJIUTAHCTBA, PaCIIPOCTPAHEHU CILJIETEH WX YTPO3 APYTUM JIIOJAM.

14. ObcyauTe ¢ MOAPOCTKAMU IPOOJIEMBI CETEBBIX a3apPTHHIX UTP M UX BO3MOKHBIM
puck. HanmomHuTE, YTO /IETH HEe MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTOsTHHO KOHTpOJIUpYHTEe HcIoab30BaHue MHTepHeTa Bamum pebenkom! dto He
HapylleHHe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa IPeOCTOPOKHOCTU U IIPOSABJIEHHE
Barmeii poauTeIbCKON OTBETCTBEHHOCTH M 3a00THI.
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